Termination Policy for High-Risk IT Employees
Summary 
This document is designed to help minimize the exposure to critical dependency on key IT individuals during job change or termination through knowledge capture (documentation), knowledge sharing, succession planning and staff backup.
Purpose

To take expedient actions regarding job changes, especially job terminations.  Knowledge transfer needs to be arranged, responsibilities reassigned and access rights removed such that risks are minimized and continuity of the IT function is supported.

Scope
IT Manager

Network Administrators
Anybody with high-level IT Privileges
Policy

Changing passwords: routers, firewalls, switches, administrative accounts, generic (service) accounts, financial applications, remote access, wireless access point management, WEP keys, domain name registrar, 3rd party websites (ASPs/SaaS providers), etc.

Remove access: Physical Security (key card)

Remove “signature card” authority from all vendors and 3rd party outsource partners, including ISP, Website Hosting, Software Vendors, Maintenance Providers, Off-Site Storage (where backups tapes are kept).
Policy Responsibility

CFO (or whomever IT manager reports to)
